S0005-AA-PRO-010/TMMP AND E0005-AC-HBK-010/TMMP

16.  TECHNICAL MANUAL DISTRIBUTION CONTROL AND DISPOSAL

16.0  PURPOSE.  This section describes the functions and responsibilities for controlling the distribution of NAVSEA/SPAWAR TMs.  The distribution of TMs must be controlled to reduce the risk of undesired transfer of critical technology and technical data to unauthorized individuals or countries.  A distribution statement, export control statement, and destruction statement is to be used per SECNAVINST 5510.36 in marking all NAVSEA/SPAWAR TMs to denote conditions of availability for distribution, release, disclosure and destruction.

16.1  SCOPE.  All NAVSEA/SPAWAR TMs fall under this distribution control process but relatively few are suitable for public release.  Many TMs contain detailed technical information to support unique, NAVSEA/SPAWAR-specific equipment.  These are restricted from release to the public or foreign governments.  Because they often contain vendor-copyrighted data, many CI/NDI manuals can be released only to qualified NAVSEA/SPAWAR personnel or NAVSEA/SPAWAR contractors.  Despite these factors, some TMs are suitable for public release.  Topics covered in this section include:

· Classified Manual Control

· Unclassified Manual Public Release and Distribution Control

· Government Activities

· Government Contractors

· Public/Non-Government Contractors

· Unclassified Manual Foreign Military Sales (FMS) Export Release and Distribution Control

16.2  DISTRIBUTION CONTROL PROCEDURES.

STEP
ACTIVITY
PROCEDURE



1

1
SEA O4L3 / SPAWAR 04L-2

SEA O4L3 / SPAWAR 04L-2 (Cont’d)
a.

b.

c.

c.

d.


Provide guidance in the distribution control and disposal of NAVSEA/SPAWAR unclassified manuals.

Coordinate and direct the release of TMs for FMS and Freedom of Information Act (FOIA) requests.

Process and track all cash sales/FOIA requests by unauthorized personnel/countries for restricted technical publications as follows:


 

· Request from a Government Contractor - forward to the Administrative Contracting Officer (ACO)/Procurement Contracting Officer (PCO) for contract applicability.

· Request not from a Government contractor - forward to: PM, LCM, ISEA or TMMA, as applicable, for technical evaluation.

· Verify releasability and update tracking system. If releasable, notify NAVICP/DDSP to provide manual.  If not, advise requestor and NAVICP/DDSP.

· Downgrade distribution statement to A (approved for public release).  Provide data to update MISs such as TDMIS and the NAVICP Naval Unique Batch System (NUBS).

Forward all requests to be placed on automatic distribution for NAVSEA/SPAWAR technical publications to the appropriate Program Office for processing and response to requester.



2


ACQ MGR


a.

b.

c.

d.

e.
Control classified TMs in accordance with SECNAVINST 5510.36.

Perform a technical information review of new and existing NAVSEA/SPAWAR TMs (under your cognizance) in accordance with the policies and guidance of SECNAVINST 5510.36.  Unless otherwise specified, unclassified TMs will be designated and marked with the following distribution statements:

TMs PREPARED TO COMMERCIAL STANDARDS (CI/NDI)

Distribution Statement B: "Distribution authorized to U.S. Government agencies only; (fill in reason); (date of determination).  Other requests for this document shall be referred to (insert originating command)." 

TMs PREPARED TO MIL-SPECs/STDs

DISTRIBUTION STATEMENT C: "Distribution authorized to U.S. Government agencies and their contractors; (fill in reason); (date of determination).  Other requests for this document shall be referred to (insert originating command)."

Perform technical content review and evaluation of public, non-Government, and FMS requests to release restricted TMs.

Forward a recommendation regarding technical releasability to the FMS Program Office for approval/disapproval.

Recommend changes to distribution list based upon requests from Government activities and authorized Government contractors.



3
FMS Program Office
a.

b.

c.

d.

e.
Process and track all unauthorized FMS requests for restricted technical publications as follows:

· Forward FMS requests to: PM, LCM, or ISEA, as applicable, for technical evaluation

· Verify releasability and update tracking system.  If releasable, notify the Navy to provide manual.  If not, advise requestor, and NAVICP.

Review and approve/disapprove all FMS and non-Government request for TMs.

Review ACQ MGR/PM/LCM/ISEA recommendations for granting or denying FMS or public release of NAVSEA/SPAWAR TMs. Determine status.

Forward approval/disapproval information to NSDSA.

Maintain a record of FMS and FOIA requests and release decisions made by the public for TM information.




4
SEA 09T5
a.

b.
Route all requests made by the public for examination or copies of TMs to SEA O4L3/SPAWAR 04L-2.

Advise public requestor of approval/disapproval, NAVICP address, and the document cash sales cost (see Section 19).



5
NSDSA or TMMA
a.

b.
Based upon recommended distribution statement, prepare and maintain a distribution list restricting manual distribution to authorized activities.

Update and maintain publication status in TDMIS.  Prepare and submit an electronic FPSR identifying obsolete, cancelled or superseded manuals to NAVICP.





c.
Update and maintain TDMIS with data reflecting releasability and distribution control decisions.



6
Contract Officer
a.

b.

c.

d.
Review all requests for the copies of TMs from a contractor associated with a current Government contract.  Also review requests for copies if required to bid in response to a request for proposal.

Coordinate any expanded distribution of TMs beyond the restrictions of the Distribution Statement (or the Distribution List) with the LCM/ISEA/TMMA and controlling NAVSEA/SPAWAR acquisition office.

Inform requestor of decision, and arrange to provide copies (if authorized).

Forward all non-Government contractor requests for manuals to NSDSA.



7
NAVICP/ Other ICP
a.

b.

c.

d.

e.

f.

g.
Process approved FMS, FOIA, and Government contractors requests for NAVSEA/SPAWAR TMs.

Issue material in accordance with established MILSTRIP Procedures (see NAVSUPPUB 437).

Reject requests from FMS, the public, or other unauthorized source for copies of NAVSEA/SPAWAR TMs with restrictive distribution statements.

Inform public requester of FOIA process.

Forward all FMS and FOIA requests to FMS Program Office or NAVSEA 04L3/SPAWAR 04L-2 as appropriate.

Upon receipt of a FPSR, dispose of obsolete, cancelled, or superseded stock copies per SECNAVINST 5510.36, Chapter 10.

Update NAVICP NUBS to display obsolete or superseding status.





h.
Provide information to the Configuration Data Manager Database-Open Architecture (CDMD-OA) on obsolete systems, and equipment.



8
FMS Program Office
a.

b.
Submit a listing of publications stock numbers, quantities, shipping address, by FMS case number to NSDSA.  Include POC and phone number.

Provide a letter justifying releasability of a manual to an FMS customer to NSDSA.



10
NAVILCO
a.

b.
Transmit FMS TM requisition data to NAVICP.

Monitor and track FMS TM requisition status.



16.3  CLASSIFIED MANUAL CONTROL.  The distribution of classified TMs is on a need to know basis.  The handling, safeguarding, transmission, marking, downgrading, and declassification of classified TMs will be in accordance with SECNAVINST 5510.36.

16.4  UNCLASSIFIED MANUAL PUBLIC RELEASE AND DISTRIBUTION CONTROL.


a.  The distribution of unclassified NAVSEA/SPAWAR TMs and other publications containing technical or operational data is limited to U.S. Government agencies and contractor support activities, unless release of such material is approved in accordance with SECNAVINST 5510.36.


b.  Distribution statements, export control restrictions, and destruction notices are to be added to cover/title page of each unclassified manual per DODD 5230.24, SECNAVINST 5510.36, and Attachment (1).


c.  Restricted Distribution Control Statements include "B" through "F" (plus "X").  Other restrictive markings include NOFORN and For Official Use Only (FOUO).  FOUO is a restriction no longer permitted on TMs.  The FOUO restriction on the cover/title page of existing manuals must be replaced by the proper Distribution Statement when a change or revision is made to the manual (for changes, only the title page is replaced).

16.5  UNCLASSIFIED MANUAL FOREIGN MILITARY SALES (FMS)/EXPORT RELEASE AND DISTRIBUTION CONTROL.


a. TMs with restrictive distribution control statements are to be provided to foreign Governments which are current participants in the US Security Assistance Program on an as required basis.



b.  Requests for the release of TMs to foreign Governments or to the US public should be referred to NSDSA for coordination.

16.6  DISPOSAL.  The purpose of the following procedure is to provide for the identification and disposition of superseded, canceled, and obsolete TMs.

STEP
ACTIVITY
PROCEDURE



1
ACQ MGR
a.
Notify NSDSA in writing when a ship, system or equipment is obsolete (activity responsible for hardware).



2
TMMA
a.

b.
Determine that a TM is superseded or canceled.

Notify NSDSA when a TM is:

1) Totally superseded or canceled for all applications and installations.



2
TMMA

(Cont’d)

2) Scheduled to be cancelled or superseded within the next 12 months.



3
DDSP/

SEA O4L3 / SPAWAR 04L-2


a.
Provides information to NSDSA from the Weapon System File (NAVSEALOGCEN) and the CDMD-OA Information System

(SEA O4L3/SPAWAR 04L-2) on obsolete systems, and equipment.



4
NSDSA
a.

b.

c.

d.
Establish and maintain implementing procedures for the orderly and prompt identification and disposition of obsolete (cancelled and superseded) TMs.

Identify candidates and determine/designate obsolete TMs.

Notify NAVICP of obsolete and potentially obsolete TMs to put a hold on reprinting.

Coordinate disposition decision with LCM/TMMA/DSPMO.



5
LCM/

TMMA/

DSPMO
a.
Review and evaluate disposition recommendations and provide comments back to NSDSA.



6
NSDSA/

TMMA
a.

b.

c.

d.
Update and maintain publication status in TDMIS.  Prepare and submit an electronic FPSR identifying obsolete, canceled or superseded manuals to NAVICP.

When applicable, notify each of the following of required disposal action:

· NAVICP and assigned ICP

· All holders of the obsolete TM

· All custodial organizations and DAPS for negatives

Maintain liaison with the Washington National Records Center and coordinate the historical or archival retention of TMs. Transfer one copy of any obsolete TM to the Washington National Records Center in accordance with SECNAVINST 5510.36.

Mark one NETL copy “obsolete.”  Maintain the marked copy and dispose of extra copies and reproducible material of any obsolete TMs.



7
CUSTODIAN ORGANIZA-TION/

HOLDERS


a.
Dispose of obsolete TMs and associated records stored and maintained within the organization in accordance with security regulations.  (See SECNAVINST 5510.36)



8
DDSP
a.
Upon receipt of a FPSR, dispose of obsolete stock copies.



9
NAVICP
a.
NUBS to display obsolete status.



16.7  CRITERIA FOR SUPERSEDED, CANCELED AND OBSOLETE TMs.


a.  Superseded, canceled, and obsolete TMs are to be identified for proper disposal. A TM designated obsolete or canceled is to be disposed of whenever one of the following applies:

1) The information it contains is no longer applicable to the U.S. Navy (USN).

2) The information has been incorporated into another NAVSEA/SPAWAR manual (i.e. superseded).

3) The equipment supported by the TM has become obsolete for USN use.

4) The ship(s) supported by the TM have been stricken from the Naval Vessel Register.

b. Obsolete TM and associated records and data are to be disposed of in accordance with the record disposal procedures outlined in SECNAVINST 5510.36.

This page intentionally left blank.

REQUIREMENTS FOR MARKING RESTRICTIVE DISTRIBUTION STATEMENTS ON

TECHNICAL MANUALS AND RELATED TECHNICAL DATA

1.0  PURPOSE OF DISTRIBUTION STATEMENTS.  A distribution statement is required on all NAVSEA/SPAWAR technical data.  The distribution statements are used to mark technical data to denote the extent of its availability for distribution, release, and disclosure without additional approvals or authorizations.  These distribution statements are distinct from security classification markings, and will be used on classified documents to restrict dissemination beyond the limits provided by applying security clearance and need-to-know controls, and to control dissemination of the document following declassification.

2.0  PURPOSE OF EXPORT CONTROL STATEMENT.  An export-control marking identifies technical documents that contain technical data subject to withholding from foreign nationals/Governments.  All technical data subject to export control laws must be marked with the export control warning statement in addition to the distribution statement.

3.0  RELEASE OF TECHNICAL DATA.  The distribution statement selected denotes the extent of a technical document's availability for distribution, release and disclosure without additional approvals or authorizations.  Distribution of the technical data will be in compliance with the affixed marking unless specific approval from the NAVSEA/SPAWAR controlling office is granted for the release.  Unmarked technical data requested will be reviewed and marked appropriately before release.

4.0  MARKING TECHNICAL DATA.  All TMs regardless of the medium, physical form, or characteristics (including preliminary drafts and working papers), will be marked with a distribution statement and a destruction notice.  This includes paper TMs as well as removable Automated Data Processing (ADP) or digital data storage media.  If the document or media contains export-controlled technical data, it also must be marked with an export control warning statement.

5.0  DISTRIBUTION STATEMENTS.  There are seven different distribution statements that may be used to control dissemination of TMs, ranging from complete public release to only specific release on a case by case basis by the controlling NAVSEA/SPAWAR office.  Certain types of technical data preclude placing the entire distribution statement on the technical data.  To accommodate this situation, each distribution statement contains an authorized abbreviated form.  Figure 16A1-1 provides examples of each distribution statement in both full and abbreviated forms.

5.1.  Additional Rules for Determining Distribution Statements.


a.  All technical data marked with a contractor's restrictive marking claim will be marked with Distribution Statement B, E, or F.

b. Any technical data intended for use only in FMS will be marked with Distribution Statement B.


c.  All Naval Nuclear Propulsion Item (NNPI) TMs will be handled as Distribution Statement F.  Any activity disseminating NNPI TMs will ensure that they are appropriately marked before dissemination.

5.2.  Location of Distribution Statements.  The distribution statements will be marked in a conspicuous location on the cover and title page, or for those documents not having a cover or title page, on the front page.  Markings on special categories of material will be in accordance with the following.

6.0  ADDITIONAL NOTICES.  In addition to the distribution statement, the following notices will be used when appropriate:

6.1.  Export controlled Technical Data.  All TMs that are determined to contain export controlled technical data will be marked as follows:

"WARNING - THIS DOCUMENT CONTAINS TECHNICAL DATA WHOSE EXPORT IS    RESTRICTED BY THE ARMS EXPORT CONTROL ACT (TITLE 22, U.S.C., SEC.           2751, et seq.) OR THE EXPORT ADMINISTRATION ACT OF 1979, AS AMENDED      (TITLE 50, U.S.C., APP 2401, et seq.).  VIOLATIONS OF THESE EXPORT LAWS ARE SUBJECT TO SEVERE CRIMINAL PENALTIES.  DISSEMINATE PER THE              PROVISIONS OF SECNAVINST 5510.36."

When it is physically impossible to use the entire statement, an abbreviated marking may be used if a copy of the full statement is added to the "Notice to Accompany Release of Export Controlled Data" required by OPNAVINST 5510.161.

6.2  Destruction Notice For Classified TMs.  Classified TMs will have the following notice in the vicinity of the distribution statement:

"DESTRUCTION NOTICE - FOR CLASSIFIED MANUALS FOLLOW THE PROCEDURES IN DOD 5220.22-M, INDUSTRIAL SECURITY MANUAL FOR SAFEGUARDING CLASSIFIED INFORMATION, SECTION II-19, OR SECNAVINST 5510.36, CHAPTER 10."

6.3  Destruction Notice For Unclassified, Limited Distribution TMs.  Unclassified, limited distribution TMs will have the following notice in the vicinity of the distribution statement:


"DESTRUCTION NOTICE - DESTROY BY ANY METHOD THAT WILL PREVENT


 DISCLOSURE OF CONTENTS OR RECONSTRUCTION OF THE DOCUMENT."

6.4  Contractor imposed Distribution Limitations.  Part 227, Subpart 227.4 to the DoD Supplement to the Federal Acquisition Regulation (FAR) stipulates control procedures for contractor controlled technical data to which the Government has limited rights.  In cases where a TM contains contractor imposed limited rights data, an approved statement from the DoD Supplement to the FAR will appear on the TM in the vicinity of the distribution statement.

7.0  GENERAL PROVISIONS FOR MARKING.  Distribution statements, destruction notices, and export control warning notices will be legibly stamped, printed, written, painted, or affixed by means of a tag, sticker, decal, or similar device, on material other than paper copies of documents, and on containers of such material.  The following procedures for marking various kinds of material are not all inclusive and may be varied to accommodate the physical characteristics of the material containing the technical data and to accommodate organizational and operational requirements.  Variations, if used, should plainly indicate the intended audience, the NAVSEA/SPAWAR controlling office, and, when appropriate, the fact that the data is export controlled.

7.1.  Marking of Existing Technical Data.  Existing unclassified technical data will be assigned a distribution statement as follows:

· Unmarked (CI/NDI) TMs - Automatically assign Distribution Statement B

· Other Unmarked TMs - Automatically assign Distribution Statement C

· TMs marked "For Official Use Only" - Automatically assign Distribution    Statement C

Existing TMs do not have to be reviewed for assignment of distribution statements, but when requested for use outside DoD, a re-determination must be made as to which distribution markings will be applied.

7.2  Requests for TMs.  All requests for existing TMs from the public or activities/individuals not authorized distribution will be forwarded to the local naval FOIA office or the NAVSEA/SPAWAR headquarters FOIA office for disposition of the request.

8.0  MARKING REMOVABLE ADP AND WORD PROCESSING STORAGE MEDIA AND DOCUMENTS .

8.1.  External.  Removable information storage media and devices, used with ADP systems, will bear markings whenever such media are to be disseminated outside the NAVSEA/SPAWAR controlling office.  Examples include magnetic tape reels, cartridges, and cassettes; removable magnetic disks, disk cartridges, disk packs, diskettes, and hard drives; and optical disks and drives.  Each type of media and their containers will be marked with either full or abbreviated statements, as appropriate.  Any copies made of removable storage media will also bear the appropriate markings (see Figure 15-A1).

8.2.  Internal.  ADP (including C/CAM/CAE), word processing, graphic, and publishing systems employing such media will provide for internal markings to assure that information contained therein that is reproduced or generated will bear applicable markings.

8.3.  Marking Documents Produced by ADP Equipment.  The first page and the front cover of documents produced by ADP equipment will be marked.  If individual pages of a document produced by ADP equipment are removed or reproduced for distribution to other users, they will be treated as a new document and marked with appropriate distribution statements and export- control warning notice.

8.4.  Marking Miscellaneous Material.  Preliminary documents and draft material such as rejected copy, magnetic media, and similar items developed in connection with the handling, processing, production, and use of technical data intended for targeted audiences will be handled in a manner consistent with this intent.  Unless a requirement exists to retain this material or documents for a specific purpose, there is no need to mark or stamp the information.  If such material is requested for distribution outside the originating organization, it will be marked and handled the same as the final version.

8.5.  Use of Full and Abbreviated Statements.  Whenever possible, full statements will be used.  The abbreviated form may be used in those instances where use of the full statement is impractical due to the media involved.  For example, a compact (optical) disk of TM data will be marked with the abbreviated statement on the container and on the disk, with the first frame containing the full statements.

8.6.  Reproduction or Extraction of Data.  Any data that is reproduced or extracted from any document or media will be marked with the same statements as the original document or media.

8.7  Use of "Highest" or Most Restricted Statements.  When the ADP media contains several documents with a variety of restrictive statements, the statement with the most restrictive distribution control will be placed on the media and media container.

FULL STATEMENT
ABBREVIATED FORM

DISTRIBUTION STATEMENT A.  Approved for public release;  distribution is unlimited.
DISTRIBUTION STATEMENT A:  Unlimited.

DISTRIBUTION STATEMENT B.  Distribution authorized to U.S. Government agencies only; (fill in reason); (date of determination).  Other requests for this document shall be referred to (insert originating command).
DISTRIBUTION STATEMENT B: U.S. Gov't; refer to (insert originating command acronym & technical code).

DISTRIBUTION STATEMENT C.  Distribution authorized to U.S. Government agencies and their contractors; (fill in reason); (date of determination).  Other requests for this document shall be referred to (insert originating command).
DISTRIBUTION STATEMENT C: U.S. Gov't and contractor;

refer to (insert originating command acronym & technical code).

DISTRIBUTION STATEMENT D.  Distribution authorized to the Department of Defense and U.S. DoD contractors only; (fill in reason); (date of determination).  Other requests shall be referred to (insert originating command).
DISTRIBUTION STATEMENT D: DoD and DoD contractors; 

refer to (insert originating command acronym & technical code).

DISTRIBUTION STATEMENT E.  Distribution authorized to DoD Components only; (fill in reason); (date of determination).  Other requests shall be referred to (insert originating command).
DISTRIBUTION STATEMENT E: DoD only; refer to (insert originating command acronym & technical code).

DISTRIBUTION STATEMENT F.  Further dissemination only as directed by (insert originating command); (date of determination), or higher DoD authority.
DISTRIBUTION STATEMENT F: Request approval of (insert originating command acronym & technical code).

DISTRIBUTION STATEMENT X.  Distribution authorized to U.S. Government agencies and private individuals or enterprises eligible to obtain export-controlled technical data in accordance with OPNAVINST 5510.161; (date of determination).  Other requests for this document shall be referred to (insert originating command).
DISTRIBUTION STATEMENT X: Certified contractor; refer to (insert originating command acronym & technical code).

WARNING - This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, U.S.C., Sec. 2751, et seq.) or the Export Administration Act of 1979, as amended (Title 50, U.S.C., App 2401, et seq.).  Violations of these export laws are subject to severe criminal penalties.  Disseminate per the provisions of OPNAVINST 5510.161.
WARNING - EXPORT RESTRICTED

DESTRUCTION NOTICE - Destroy by any method that will  prevent disclosure of contents or reconstruction of the document.
DESTRUCTION NOTICE - PREVENT DISCLOSURE.

NOFORN:  Special Handling Required.  Not Releasable to Foreign Nationals.
NOFORN:  No Foreign Nationals.

Figure 16A1-1.  Restrictive Distribution Statements
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